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avtorTa sayuradRebod!

redaqciaSi statiis warmodgenisas saWiroa davicvaT Semdegi wesebi:

 1. statia unda warmoadginoT 2 calad,  rusul an inglisur enebze, dabeWdili 
standartuli furclis 1 gverdze,  3 sm siganis marcxena velisa da striqonebs 
Soris 1,5 intervalis dacviT. gamoyenebuli kompiuteruli Srifti rusul da ing-
lisurenovan teqstebSi - Times New Roman (Кириллица), xolo qarTulenovan teqstSi 
saWiroa gamoviyenoT AcadNusx. Sriftis zoma – 12. statias Tan unda axldes CD 
statiiT. 
 2. statiis moculoba ar unda Seadgendes 10 gverdze naklebs da 20 gverdze mets 
literaturis siis da reziumeebis (inglisur, rusul da qarTul enebze) CaTvliT.
 3. statiaSi saWiroa gaSuqdes: sakiTxis aqtualoba; kvlevis mizani; sakvlevi 
masala da gamoyenebuli meTodebi; miRebuli Sedegebi da maTi gansja. eqsperimen-
tuli xasiaTis statiebis warmodgenisas avtorebma unda miuTiTon saeqsperimento 
cxovelebis saxeoba da raodenoba; gautkivarebisa da daZinebis meTodebi (mwvave 
cdebis pirobebSi).
 4. statias Tan unda axldes reziume inglisur, rusul da qarTul enebze 
aranakleb naxevari gverdis moculobisa (saTauris, avtorebis, dawesebulebis 
miTiTebiT da unda Seicavdes Semdeg ganyofilebebs: mizani, masala da meTodebi, 
Sedegebi da daskvnebi; teqstualuri nawili ar unda iyos 15 striqonze naklebi) 
da sakvanZo sityvebis CamonaTvali (key words).
 5. cxrilebi saWiroa warmoadginoT nabeWdi saxiT. yvela cifruli, Sema-
jamebeli da procentuli monacemebi unda Seesabamebodes teqstSi moyvanils. 
 6. fotosuraTebi unda iyos kontrastuli; suraTebi, naxazebi, diagramebi 
- dasaTaurebuli, danomrili da saTanado adgilas Casmuli. rentgenogramebis 
fotoaslebi warmoadgineT pozitiuri gamosaxulebiT tiff formatSi. mikrofoto-
suraTebis warwerebSi saWiroa miuTiToT okularis an obieqtivis saSualebiT 
gadidebis xarisxi, anaTalebis SeRebvis an impregnaciis meTodi da aRniSnoT su-
raTis zeda da qveda nawilebi.
 7. samamulo avtorebis gvarebi statiaSi aRiniSneba inicialebis TandarTviT, 
ucxourisa – ucxouri transkripciiT.
 8. statias Tan unda axldes avtoris mier gamoyenebuli samamulo da ucxo-
uri Sromebis bibliografiuli sia (bolo 5-8 wlis siRrmiT). anbanuri wyobiT 
warmodgenil bibliografiul siaSi miuTiTeT jer samamulo, Semdeg ucxoeli 
avtorebi (gvari, inicialebi, statiis saTauri, Jurnalis dasaxeleba, gamocemis 
adgili, weli, Jurnalis #, pirveli da bolo gverdebi). monografiis SemTxvevaSi 
miuTiTeT gamocemis weli, adgili da gverdebis saerTo raodenoba. teqstSi 
kvadratul fCxilebSi unda miuTiToT avtoris Sesabamisi N literaturis siis 
mixedviT. mizanSewonilia, rom citirebuli wyaroebis umetesi nawili iyos 5-6 
wlis siRrmis.
 9. statias Tan unda axldes: a) dawesebulebis an samecniero xelmZRvane-
lis wardgineba, damowmebuli xelmoweriTa da beWdiT; b) dargis specialistis 
damowmebuli recenzia, romelSic miTiTebuli iqneba sakiTxis aqtualoba, masalis 
sakmaoba, meTodis sandooba, Sedegebis samecniero-praqtikuli mniSvneloba.
 10. statiis bolos saWiroa yvela avtoris xelmowera, romelTa raodenoba 
ar unda aRematebodes 5-s.
 11. redaqcia itovebs uflebas Seasworos statia. teqstze muSaoba da Se-
jereba xdeba saavtoro originalis mixedviT.
 12. dauSvebelia redaqciaSi iseTi statiis wardgena, romelic dasabeWdad 
wardgenili iyo sxva redaqciaSi an gamoqveynebuli iyo sxva gamocemebSi.

aRniSnuli wesebis darRvevis SemTxvevaSi statiebi ar ganixileba.
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Abstract.
Aim: The aim of the article is to analyze the current state of 

functioning of the medical information space of Ukraine in order 
to formulate scientifically sound proposals aimed at improving 
the implementation of medical reform.

Materials and methods: The study is based on the analysis 
of literary sources of Ukrainian and international scientists, 
Ukrainian and foreign legislation and judicial practice. The 
article uses general theoretical and special methods of scientific 
cognition: theoretical analysis, systemic and structural, analysis 
and synthesis, sociological and statistical, logical and semantic, 
comparative and legal, method of ascent from the abstract to the 
concrete, forecasting and generalization.

Results: One of the key categories of the reform of the Ukrainian 
national medical sphere - the unified medical information space 
and its constituent elements - is studied. The electronic health 
care system, which stores medical data about patients in a single 
place and ensures their exchange between medical institutions, 
is analyzed. Emphasis is placed on the possibilities of using 
telemedicine and artificial intelligence, which play a key role 
in the development of the unified medical information space in 
accordance with global trends. The importance of legislative 
provision of efficiency and safety of the unified medical space 
is emphasized. It is about regulating the protection of personal 
data, establishing technical standards and requirements for 
medical information systems, ensuring confidentiality, integrity 
and data availability of the unified medical information space.

Conclusions: Conclusions are drawn about the importance 
of proper functioning of each of the elements of the unified 
medical information space, both individually and in conjunction 
with each other. The authors' vision of improving the existing 
system of the unified medical information space is presented.

Key words. Medical space, e-health, information system, 
healthcare, licensing, medical data security, electronic medical 
record.
Introduction.

In recent years, the development and implementation of 
healthcare information systems has undergone a major evolution 
in the world. The organization of the healthcare system in 
Ukraine has also changed significantly, as the disease-oriented 
approach has been replaced by a patient-centered approach, and 
the quantitative strategy based on volumes has been replaced by 
qualitative approaches to healthcare delivery.

The implementation of these changes is accompanied by 
a change in the tasks set by the modern healthcare system. 

Currently, the vector is focused on the use of electronic services, 
automation of medical services accounting and medical 
information management through the introduction of electronic 
document management in the field of healthcare. Thus, the 
introduction of electronic medical records in the healthcare 
system can provide many benefits to doctors, patients, and 
medical services.

At a time when the population of Ukraine faces significant 
difficulties in various spheres of life, the issue of ensuring an 
adequate level of health and preserving the life of the nation 
is becoming particularly relevant. In this context, medical care 
performs not only a direct function, but is also a kind of criterion 
for the level of performance of the health care system and public 
policy in general.

The above makes it necessary to analyze the current state of 
functioning of the medical information space of Ukraine and 
its elements in the context of medical reform, as well as to 
formulate proposals for possible improvement of this process, 
which may affect the practical implementation of the medical 
sector reform.
Literature review.

In recent years, many scholars have devoted their work 
to studying the problems of implementation and proper 
functioning of the unified healthcare information space, as 
well as certain aspects of its functioning both in Ukraine and in 
foreign countries.

Various aspects of the functioning of the unified healthcare 
information space were studied in doctoral and PhD theses and 
monographs. For example, L. Krynychko [1] in her dissertation 
identified the directions of development of the information and 
communication system of public administration of the health 
care system. N. Melnykova [2] studied the process of processing 
and analyzing personalized medical data, in particular, using 
artificial intelligence. A monograph authored by a group of 
scientists and practitioners entitled “Unified medical space 
of Ukraine: legal dimension” [3], which explores the current 
problems of creating and functioning of the unified medical 
information space in Ukraine, was extremely innovative. In the 
collective monograph "Information technologies in the field of 
health care" [4] the theoretical and methodological principles 
and practical aspects of the implementation of information 
technologies in the field of health care are highlighted.

Chaban O, Boyko O. [5] considered the current state of 
implementation of medical information systems in Ukraine 
and abroad, studied and analyzed the problems of creating the 
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unified medical information space. N. Schwalbe & B. Wahl 
[6] studied artificial intelligence and its impact on the global 
healthcare system in the future. Thus, after analyzing the 
scientific works of Ukrainian and some foreign scientists on the 
issues outlined in this article, it can be argued that their research 
is mainly devoted to the study of various types of information 
systems and their interaction, the use of artificial intelligence in 
the medical field, international information communication, etc. 
However, it remains important to define and study the structure 
and characteristics of the unified medical information space 
in the legal dimension and to identify vectors for its further 
development.
Methodology of the study.

Both general theoretical and special methods of scientific 
knowledge were used in the article. Using the method of 
theoretical analysis, the concept of a single medical information 
space was formulated. The system-structural method was 
used to determine the constituent elements of a single medical 
information space and their relationship. The methods of 
analysis and synthesis were used during the characterization 
of the national medical information system, the possibilities 
of telemedicine, the use of artificial intelligence for processing 
medical data, as well as the strengthening of digital security. 
Sociological and statistical methods were used to generalize 
empirical data regarding the connections of medical information 
systems to the electronic health care system, which are checked 
according to technical requirements and security. The use 
of the logical-semantic method provided an opportunity to 
systematically analyze probable risks in the medical information 
field and offer recommendations that would contribute to their 
reduction. Using the comparative legal method, an analysis of 
literary sources, legal acts of Ukraine, international legal acts 
and court practice was carried out, which allowed to identify 
gaps in legal regulation. Using the method of ascent from the 
abstract to the concrete, a real threat to the confidentiality of 
medical data was demonstrated. Forecasting and generalization 
methods were used to determine the development vectors of the 
unified medical information space.
Results and Discussion.

One of the key categories in the context of reforming the 
medical sphere is the term "unified medical space". Many 
works of scientists from various sciences (economic, medical, 
public administration, etc.) are devoted to the interpretation of 
this category. At the same time, the literature distinguishes the 
unified medical space in two meanings. In a narrow, as a system 
of a nationwide network of medical and preventive institutions 
[7, p.340] and broad, as a system of organizing medical care, 
which ensures the availability, quality and efficiency of qualified 
care for the entire population of the state and unites all medical 
resources through joint management and a defined financing 
mechanism [8, p. 64]. We note that according to V. Savytskyi, 
the unified medical space is a comprehensive balanced system 
of health care, which, based on the implementation of world best 
practices, is aimed at the optimal use of forces and means [9]. R. 
Maydanyk points out that the goal of the unified medical space 
is to protect health by all permissible social regulators (legal, 

economic, ethical, religious, etc.) on the basis of sustainable 
development and a fair guaranteed level of medical care, which 
reflects the realities and practical opportunities for improving 
the situation in sphere of health care [10].
National medical information system.

Today, an urgent issue for Ukraine is the improvement of the 
national information system, which is one of the components 
of the unified medical space. This system is designed to store 
medical data about patients' health in a single place - the 
electronic health care system. It consists of a central database 
and medical information systems. The central database of the 
electronic health care system contains the register of patients, 
register of medical records, registers of declarations on the 
choice of doctors, register of medical opinions and other 
registers. Medical professionals, pharmacists and laboratory 
workers can work with the central database only through 
medical information systems [11]. Instead, medical information 
systems are information and communication systems that allow 
hospitals, laboratories and pharmacies to automate their work 
and interact with the central database of the electronic health 
care system. Currently, more than 35 medical information 
systems are connected to the system, which are checked 
according to technical requirements and security. In addition, 
the organization of the work of medical institutions can be 
provided by other services, such as an appointment with a 
doctor (for example, HELSI), an accounting module, etc.

In this way, doctors can add, view and exchange information 
in the electronic health care system, pharmacists can view data 
on electronic prescriptions and pay them, and patients can use 
electronic prescriptions, e-referral and other digital services. 
It should be noted that the state owns the central database. 
Therefore, the responsibility for the protection of personal data 
rests with the owner of the system - the National Health Service 
of Ukraine, as well as directly with those medical workers who 
process personal data [12].

At the same time, initiatives are being updated at the national 
and European levels to store data on patient treatment in 
electronic medical records [13]. An electronic medical record 
is defined as an electronic version of a patient's medical history 
that is maintained by a healthcare provider for a period of time 
and includes all relevant information: demographics, course 
of illness, progress reports, prescribed treatment, diagnosis, 
immunization reports, laboratory data, etc. The issue currently 
being discussed within the EU in the context of cross-border 
health care is the existence of nationwide systems of electronic 
medical records and their accessibility across borders [14].

Usually, medical information optimization processes are 
accompanied by large sets of data that cannot be received, 
processed and sent without special transformation. Thus, 
digitized health information is more portable and can be 
transferred between healthcare facilities. Storing patient data 
digitally also makes it easier to search for specific information 
and allows for better preparation for patient care [15].

Medical information systems are critical components of the 
modern construction and functioning of the unified medical 
space system, as they allow storing, managing and exchanging 
medical records and other patient data, promote the use of 



57

evidence-based medicine, simplify record keeping and ensure 
their mobility. This is confirmed by M. Spivak, who notes that 
it is a means of coordination and integration between levels 
of medical care in order to introduce a new system of quality 
management [16].

With the help of unique patient identifiers, medical data from 
different healthcare systems must be linked and integrated. 
This way, information follows patients as they move between 
healthcare facilities and healthcare providers. However, there 
is a need to define standards to harmonize different types of 
medical data and develop the capacity to update and use them. 
For example, on April 24, 2024, the European Parliament 
approved the creation of the European Health Data Space 
(EHDS). The European Health Data Space will provide a 
real opportunity to access medical data and exchange medical 
information between the national systems of different Member 
States, which is especially important in the context of significant 
population migration. Member states will ensure that patient 
medical records, electronic prescriptions, laboratory tests, etc. 
comply with the common European format. In addition, to 
protect the rights of its citizens, each state must ensure that the 
responsible public authority participates in the cross-border 
digital infrastructure to support patients in exchanging data 
abroad. At the same time, it is envisaged to create a reliable 
legal framework for the use of health data for research and 
innovation, development of new treatments, vaccines or medical 
devices, etc. [17].
Telemedicine opportunities.

A significant breakthrough in the development of digital 
information transmission channels and global network 
communications, the ability to respond quickly to changes 
in the development of the electronic healthcare system, 
scaling it up, leads to the introduction of telemedicine. It is a 
health-related service provided through telecommunication 
and electronic information technologies and has a wide 
range of uses, including online patient consultations, remote 
diagnostics, remote counselling and treatment, remote physical 
and psychological rehabilitation. Telemedicine refers to the 
integrated use of information technologies for the transmission 
of medical information and communication at a certain distance 
and even over significant territorial distances.

It is worth noting that according to the Order of the Ministry 
of Health of Ukraine No. 681 dated 19.10.2015 “On approval 
of regulatory documents on the application of telemedicine in 
the sphere of health safety”, the main objectives of telemedicine 
include: creation of the unified medical space, ensuring the 
provision of medical care to patients at a distance, preservation 
of medical secrecy and confidentiality, its integrity, promotion 
of quality improvement and optimization of healthcare 
organization and management processes [18].

The use of remote technologies using the information 
environment allows for fast medical care, improves the quality 
and productivity of emergency care, reduces the time to diagnose 
and saves costs for both doctors and patients by optimizing 
clinical procedures and reducing the cost of travel to hospitals. 
The ability to exchange information remotely also facilitates 
communication between medical professionals of different 

specializations. Doctors will be able to consult in real time with 
colleagues and other specialists regarding the correct diagnosis 
(especially in an emergency), prescription and correction 
of treatment, remote monitoring of patients' condition, etc. 
Examination reports, anamnesis, medical reports, X-rays, or 
other medical information are sent by the expert to the doctor 
for processing. Specialists can communicate electronically or 
arrange a virtual meeting. Such consultations eliminate the need 
for referrals to specialists, which significantly saves time for 
diagnosis and treatment.

However, it should be noted that the following main tasks 
need to be addressed in order to widely implement the use 
of telemedicine: 1) to develop an appropriate state policy on 
legislative regulation of telemedicine, licensing of healthcare 
operators, protection of patient confidentiality; 2) to develop 
and disseminate practical recommendations for the use of 
telemedicine in different contexts and for different recipients; 
3) to integrate telemedicine into traditional healthcare services; 
4) to popularize the use of telemedicine among healthcare 
professionals and patients; 5) to make the use of telemedicine 
accessible to different countries and population groups, to 
overcome inequalities in access to healthcare services. If the 
above requirements are met, remote patient care will be an 
indispensable alternative for healthcare systems around the 
world in the future, which will significantly improve patient 
care and the availability and quality of healthcare.
Application of artificial intelligence for processing medical data.

In fact, the use of information technology is becoming more 
and more accessible for use in medical activities, given how 
actively various IT developments are being implemented both 
in everyday life and at all stages of healthcare. Of course, 
the development of the unified medical information space is 
impossible to imagine without the use of artificial intelligence, 
which plays a key role in automation processes. Artificial 
intelligence can greatly assist doctors by automatically 
identifying potential problems and notifying medical staff 
about them. The use of electronic analytical data can reduce 
the likelihood of misdiagnoses and, consequently, medical 
malpractice claims.

We believe that there are two main and most effective areas of 
artificial intelligence application in the healthcare sector:

1) medical practice, as the use of artificial intelligence 
increases the speed and accuracy of diagnostics in such areas 
as cardiology, gastroenterology, neurology, endocrinology, and 
others. Artificial intelligence systems are capable of collecting 
and processing a significant amount of information, for example, 
on a patient's medical history, examination data, current health 
status, etc.

2) organizing the effective functioning of the healthcare industry 
in general, and medical institutions in particular. By analyzing 
large amounts of information, artificial intelligence is able to 
perform the organizational function of healthcare professionals, 
which includes organizing patient data, exchanging information 
between specialists and medical institutions, and making 
preventive, generalized, and most optimal decisions.

Scientists N. Schwalbe & B. Wahl have identified four main 
areas of artificial intelligence use in healthcare: diagnostics, 
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risk assessment of disease or mortality, disease outbreak 
control and surveillance, and healthcare policy and planning 
[6]. However, despite the growing enthusiasm for expanding 
the role of artificial intelligence in healthcare, there are many 
ethical challenges related to patient safety, informed consent, 
confidentiality, and protection of medical information. Thus, 
there have already been questionable cases of handling patient 
data. For example, the transfer of 1,6 million patient records 
by the London’s Royal Free Hospital to the Google subsidiary 
Deep Mind for the creation of a health-care app addressing the 
detection of acute kidney injury has been questioned [19].

The use of artificial intelligence is more supported among 
patients and may meet with some resistance from healthcare 
professionals, particularly doctors. Such reservations arise for 
the following reasons: 1) unpreparedness for the potential of 
digital medicine is caused by a lack of knowledge and skills in its 
application due to the lack of basic and continuing education; 2) 
increased administrative burden associated with the digitization 
of medical records; 3) there is a growing fear of the risk that 
artificial intelligence will replace doctors, although a more 
correct and reasonable position is that artificial intelligence will 
complement the doctor's professionalism in the future; 4) there 
is no proper legal framework that would enshrine the concept of 
liability in case of acceptance or rejection of recommendations 
on the algorithm proposed by artificial intelligence, since the 
entire burden of legal consequences is placed on the doctor.

Thus, the introduction of artificial intelligence in medical 
practice and for processing and analyzing medical information 
is a promising area of development that is rapidly evolving 
along with other modern fields of medicine and teleconsulting. 
However, the use of artificial intelligence requires further study 
and verification. In addition, more research will be needed to 
demonstrate its effectiveness, value, and positive impact on 
patient care and outcomes. Particular attention should be paid 
to cost-effective AI models and products to enable widespread 
and affordable use in a variety of healthcare settings. Physicians 
should not view the use of AI as “man vs. machine,” but rather 
as a partnership and a way to increase efficiency to further 
improve patient outcomes.
Digital security and privacy of medical data.

An important role in the organization of health care is played 
by the legal regulation of social relations, including relations 
in the field of medical assistance. Thus, the provision of 
medical services will be considered effective only if there is a 
scientifically based and effective mechanism of legal regulation 
that meets modern needs [20].

The following laws of Ukraine regulate the operation of the 
electronic healthcare system, the grounds and procedure for 
the use of personal medical data: “Fundamentals of legislation 
on health care” [21], ‘On personal data protection’ [22], "On 
state financial guarantees of medical care of the population" 
[23], "About information" [24], "About information protection 
in information and telecommunication systems" [25], "About 
electronic documents and electronic document management" 
[26], "About electronic identification and electronic trust 
services" [27] .

Among the subordinate legal acts, the Resolution of the Cabinet 
of Ministers of Ukraine "Some issues of the electronic health 
care system" [28] should be highlighted. Thus, paragraphs 52-
62 of Resolution No. 411 define the conditions for connecting 
to the electronic health care system. It is about compliance with 
the technical requirements put forward by the National Health 
Service of Ukraine, namely: confidentiality, data integrity and 
access delimitation. 

T. Dehling and A. Sunyaev also believe that the main 
requirements for information technology security are:

1) Confidentiality, which protects information from 
unauthorized deletion or unwanted modification by authorized 
users.

2) Data integrity, which allows for efficient queries for 
processing, analyzing information and transferring it between 
healthcare institutions.

3) Availability, which ensures that the system should be 
available and fully functional at any time whenever an 
authorized user needs it. Availability covers several aspects, 
such as scalability, resilience, and the ability to recover data in 
the event of data loss for any reason [29].

The electronic healthcare system is subject to verification 
testing prior to the start of operation, as well as periodic 
retesting during operation. To gain access to the system, the 
user must be registered, and this can only be done by the head 
of the institution or an employee dealing with personnel issues. 
The user can be a doctor, paramedic, or pharmacist. It is also 
worth noting that a healthcare professional should use the right 
to access a patient's personal data solely within the scope of his 
or her medical duties.

However, the amount of medical information stored by 
electronic information systems creates security risks and 
challenges associated with their use. Therefore, to remain 
effective, such a system must be fault tolerant, secure, 
confidential, and compliant with security policies.

As practice shows, one of the most important security issues 
in healthcare information systems is unauthorized access to 
patient information, for example, due to viruses or other forms 
of cyberattacks [30]. The catastrophic impact of security and 
privacy breaches was seen in the WannaCry ransomware 
episode [31]. These organisations might use outdated hardware 
and software, and staff too often use default passwords [32]. 
An illustrative example of the unfair use of medical data is the 
ECHR judgment in Biriuk v. Lithuania. The applicant demanded 
damages from a daily newspaper for publishing an article with 
information that she was HIV-positive. This information was 
allegedly confirmed by doctors at a local hospital. The Court 
stated that the protection of personal data, including medical 
data, is of fundamental importance for the satisfaction of the 
right of an individual to respect for his or her private and family 
life, as guaranteed by Article 8 of the ECHR. Therefore, the 
medical staff of the hospital provided information about the 
HIV-infected applicant, openly violating the duty to keep 
medical secrecy, and the state did not ensure the applicant's 
right to respect for her private life [33].

Fraudsters can use the data of medical institutions and create 
fake identification documents to steal medical information for 
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the purpose of abuse: providing false information to insurance 
companies for undue benefit, reselling medical equipment, 
manipulating the circulation of medicines, etc. [34]. 

A common problem is also the loss or theft of devices that 
store patient data (laptops, mobile devices) used by healthcare 
professionals for access [28]. Thus, the lack of proper training 
of medical staff in the safe handling of patient data (failure to 
comply with confidential information protection practices, use 
of outdated hardware and software, and standard passwords) 
leads to leakage of such information.

To ensure public trust in the safety of medical data, its use 
and exchange, healthcare facilities should have and adhere to 
clear data security and cybersecurity standards, such as regular 
software updates, prevention of data leakage, use of virtual local 
area networks and secure cloud environments, etc.
Conclusion.

Summarizing the above, it can be stated that the unified 
healthcare information space is a unified system for the exchange 
of medical data between governing bodies and individual 
healthcare institutions using technological means, which is 
designed to ensure the availability, quality and effectiveness of 
qualified medical care for the entire population of the state.

Thus, the components of the unified healthcare information 
space are:

1. Technical architecture (software architecture), which is 
ensured through the enormous scientific and human resources 
potential in the field of technology in Ukraine. At the same time, 
there is a need to define standards to harmonize different types 
of medical data and develop the capacity to use and protect 
them. For example, in Europe, the European Commission has 
committed itself to removing barriers to “fully mature and 
interoperable electronic health systems in Europe” and has 
approved a recommendation for a European format for the 
exchange of electronic health records (EHR) [35].

2. Legal and regulatory framework, as the legal framework 
regulates all aspects of the system, ensuring its efficiency, safety 
and compliance with patients' rights.

3. Information, which occupies a special place in the structure 
of the unified medical information space. A prerequisite for the 
use of information is the ability to process it in accordance with 
a specific legal purpose and taking into account the requirements 
of the legislation in the field of personal data protection and 
technical data protection in information and telecommunication 
systems.

4. Medical services, the intellectualization of which improves 
the quality and accessibility of medical care.

5. Governance, because for the sustainable and coordinated 
development of the unified medical information space 
environment, the relevant authorities and organizations should 
be involved with a clear distribution of tasks.

The current state of affairs shows that the main obstacle is the 
guarantee of medical data security, which undermines public 
confidence in the processes of medical technologization. After 
all, ensuring guarantees of non-disclosure of confidential 
information about an individual in the healthcare sector is one 
of the key tasks of the mechanism for protecting the legitimate 
interests of citizens [37]. In fact, today there is no ideal solution 

that could guarantee complete confidentiality and security of 
medical information.

However, there are several important recommendations that 
can help reduce risks: providing access to confidential medical 
information only to authorized users; using strong passwords 
and two-factor authentication; using secure protocols for 
medical data transmission; organizing secure data storage 
(secure databases and backup systems); training healthcare 
professionals in how to work with protected information (since 
most privacy violations occur through the actions of users).

Despite the fact that Ukraine is currently under martial law and 
the most acute problems are related to the military confrontation 
with armed aggression, the issues of improving the functioning 
of the healthcare system are not only still relevant, but also 
extremely important. They are currently an integral part of 
the country's future reconstruction. Accordingly, the proper 
operation of healthcare institutions is one of the prerequisites 
for the quality functioning of the healthcare system and the 
provision of preventive, therapeutic, rehabilitation and other 
services to citizens.

However, only after all these aspects of the unified healthcare 
information space are met and the organizational changes are 
completed, can the system be fully integrated and effective.
Disclosure.

The authors declare no conflict of interest.
Funding.

Self-funded.

REFERENCES
1. Krynychko L. State management of the health care system 
in reform conditions: Dissertation for obtaining the scientific 
degree of Doctor of Sciences in the state management by 
specialty. Zhytomyr. 2021.
2. Melnykova N. Models and methods of supporting 
personalized solutions in medical systems: Dissertation work 
for obtaining the scientific degree of Doctor of Technical 
Sciences by specialty. Lviv. 2023.
3. Unified medical space of Ukraine: legal dimension: 
monograph / edited by S. Stetsenko. Kharkiv: Pravo. 2022:672.
4. L. Lishchinska, S. Yaremko, K. Kopniak, et al. Information 
technologies in the field of health care: monograph. 2018:240.
5. Chaban O, Boyko O. Overview of world practice regarding the 
implementation of medical information systems and the problem 
of creating a unified medical information space. Bulletin of the 
National University «Lviv Polytechnic». Computer science and 
information technology. 2013;771:365-370.
6. Schwalbe N, Wahl B. Artificial intelligence and the future of 
global health. Lancet. 2020.
7. Hladun Z. Administrative and legal regulation of public health 
care in Ukraine: monograph. Kyiv: Yurinkom Inter. 2007:720.
8. State policy on public health protection in Ukraine: training. 
manual / edited by I. Solonenko, L. Zhalilo. Kyiv: Publishing 
House of NAPA. 2004:116.
9. Savytskyi V, Todurov I, Yakimets V. Single medical space in 
today’s realities. Ukraine. The health of the nation. 2020;4:34-
40.



60

10. Maidanyk R. The single medical space as a key standard of 
human rights and a legal challenge in the sphere of health care 
of Ukraine. Medical law. 2013;1:33-42.
11. What are medical information systems and what services do 
they provide. Web portal of the Ministry of Health of Ukraine. 
URL: https://moz.gov.ua/article/news/scho-take-medichni-
informacijni-sistemi-ta-jaki-poslugi-voni-nadajut
12. On the establishment of the National Health Service of 
Ukraine: Resolution of the Cabinet of Ministers of Ukraine. 
2017. URL: https://zakon.rada.gov.ua/laws/show/1101-2017-
%D0%BF#Text
13. Article 29 Working Group. Working Paper on the Processing 
of Personal Data Relating to Health in Electronic Health Records 
(EHR), WP 131, Brussels, 2007.
14. On the application of patients’ rights in the cross-border 
healthcare system: Directive 2011/24/EU of the European 
Parliament and of the Council (EU), 2011.
15. Hrytsko R, Kvasnii L, Hrytsko O. Management of the 
effectiveness of the work of a medical institution in conditions of 
change. The actual problems of regional economy development. 
2023;2:160-168.
16. Spivak M. Unified medical information space as a means of 
making managerial decisions. Kyiv Journal of Law. 2022;1:142-
146.
17. The European Health Data Space (EHDS). URL: https://
www.european-health-data-space.com/
18. On the approval of regulatory documents regarding the use 
of telemedicine in the field of health care: Order of the Ministry 
of Health of Ukraine. 2015.
19. Hern A. Royal Free breached UK data law in 1.6m patient 
deal with Google’s DeepMind. 2017. URL: https://www.
theguardian.com/technology/2017/jul/03/google-deepmind-
16m-patient-royal-free-deal-data-protection-act
20. Civil-legal regulation of relations in the field of medical 
care: issues of theory and practice: monograph / I. Senyuta. 
Lviv: «Medicine and Law» Publishing House, 2018:640.
21. Fundamentals of Ukrainian legislation on health care: 
Law of Ukraine. 1992. URL: https://zakon.rada.gov.ua/laws/
show/2801-12#Text 
22. About the protection of personal data: Law of Ukraine. 2010. 
URL: https://zakon.rada.gov.ua/laws/show/2297-17#Text
23. About state financial guarantees of medical care for the 
population: Law of Ukraine. 2017. URL: https://zakon.rada.
gov.ua/laws/show/2168-19#Text
24. About information: Law of Ukraine. 1992. URL: https://
zakon.rada.gov.ua/laws/show/2657-12#Text

25. About the protection of information in information and 
communication systems: Law of Ukraine. 1994. URL: https://
zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text
26. About electronic documents and electronic document flow: 
Law of Ukraine. 2003. URL: https://zakon.rada.gov.ua/laws/
show/851-15#Text
27. About electronic identification and electronic trust services: 
Law of Ukraine. 2017. URL: https://zakon.rada.gov.ua/laws/
show/2155-19#Text
28. Some issues of the electronic health care system: Resolution 
of the Cabinet of Ministers of Ukraine. 2018. URL: https://
zakon.rada.gov.ua/laws/show/411-2018-%D0%BF#Text 
29. Dehling T, Sunyaev A. Secure provision of patient-centered 
health information technology services in public networks - 
leveraging security and privacy features provided by the German 
nationwide health information technology infrastructure 
Electron Markets. 2014:89-99.
30. Paquette J. Preventing Cyber Attacks on Healthcare 
Systems: How to Protect Your Patients and Your Business», 
Journal of Healthcare Management. 2018:382-383.
31. Kruse C, Frederick B, Jacobson T, et al. Cybersecurity in 
healthcare: a systematic review of modern threats and trends. 
Technol Health Care. 2017;25:1-10.
32. Mansfield-Devine S.  Leaks and ransoms—the key threats to 
healthcare organisations. Netw Secur. 2017:14-19.
33. Decision of the ECHR in the case «Biriuk v. Lithuania», № 
23373/03 of November 25, 2008.
34. Minnaar A, Herbig F. Cyberattacks and the cybercrime 
threat of ransomware to hospitals and healthcare services during 
the COVID-19 pandemic. Acta Criminol. Afr. J. Criminol. Vict. 
2021:155-185.
35. Warkentin M. Healthcare Mobile Device Security: An 
Exploration of Risks, Threats, and Mitigation Strategies. Health 
Informatics Journal. 2018:259-269.
36. European experience of digital transformation of healthcare. 
Key WHO documents on digitalization of health care in the 
European region. Official website of the Ministry of Health 
of Ukraine. 2024. URL: https://moz.gov.ua/uk/yevropejskij-
dosvid-cifrovoyi-transformaciyi-ohoroni-zdorov-ya-klyuchovi-
dokumenti-vooz-z-cifrovizaciyi-ohoroni-zdorov-ya-v-
yevropejskomu-regioni
37. Onishchenko N, Teremetskyi V, Kolesnikov A, et al. 
Protection of confidential medical information in Ukraine: 
problems of legal regulation. Georgian medical news. 
2024;348:161-168.


	Title

